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We Secure the Internet.

Detect, Identify
and Control
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:té over 240,000 Web 2.0
applicationsand
social networking widgets
on your network.

PRODUCT DESCRIPTION
The Application Control Software
Blade enables organizations to
identify, allow, block or limit usage of
thousands of Web 2.0 applications.
By integrating Check Point’s unique
UserCheck technology, it can also
engage employees in the decision-
making process while educating
them on risks and usage policies.

Application Control
Software Blade

YOUR CHALLENGE

Today, organizations of all sizes have realized the business benefits of leveraging
the power of Web 2.0 business applications--including Facebook, Twitter, LinkedIn,
Youtube and more. Yet, there is little to no visibility of the applications being used,
nor who is using them or why. This makes it difficult to safely allow the use of Web
2.0 applications and still protect against threats, data loss, lost productivity and
bandwidth hogging.

OUR SOLUTION

The Check Point Application Control software blade enables application visibility,
scanning and detection of over 4500 Web 2.0 applications and 240,000 social
networking widgets—regardless or port, protocol or evasive technique-combined
with in-depth 360° visibility into user activities. Organizations can now cost effectively
leverage the power of Web 2.0 technologies safely and securely.

Application Detection and Usage Control

Using the industry’s largest application classification library, the Application Control
Software Blade detects, identifies and controls access to applications and social
networking widgets based on the policy that you establish, regardless of the port or
protocol used, including SSL-encrypted traffic.

When used in conjunction with the Identity Awareness Software Blade, administrators
can create granular policies using user, group, machine and location information to
manage the use of applications and widgets.

Complete Web Control with URL Filtering Integration

Combine the Application Control and URL Filtering Software Blades to unify web
application and widget control with web site access control forimproved security
and lower cost.

The Check Point Application Control Software Blades provides the ability to allow,
block or limit access to Web 2.0 applications and web-based widgets. The Check
Point URL Filtering Software Blade provides a similar ability to allow, block or limit
access to millions of web sites and web pages.

PRODUCT FEATURES

m Visibility and control of Web 2.0
applications and social networking
widgets

m |dentify and block or limit applications
use by user, group, or machine

m UserCheck technology alerts
employees about their application
access limitations, while educating
them on corporate usage policies

m Analyzes SSL-encrypted traffic

®m One-click deployment on any Check
Point unified next generation firewall

PRODUCT BENEFITS

Granular Application Control

m Controls usage of Web 2.0
applications at a user, group or
machine level

m Educates usersin access and
usage policies

Appwiki Application Library

m Large library of Web 2.0 applications
and social network widgets

m Grouped in over 80 categories—
including Web 2.0, IM, P2P and
File Sharing

Integrated into Check Point Software

Blade Architecture

m Simple, one-click deployment

m Centrally managed from a single,
unified console

m Easily create and manage granular
identity-based security policies
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Application Control Software Blade
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Flexible and Extensible Software Blade Architecture

The Application Control Software Blade is integrated into the
Software Blade architecture. It can instantly and easily be activated
on existing Check Point Security Gateway systems saving time
and reducing costs by leveraging existing security infrastructure.

AppWiki Application Classification Library

AppWiki enables application scanning and detection of more
than 240,000 applications and social network widgets including
instant messaging, social networking, VolP, games, and more.
Applications are classified in more than 80 categories, based
on diverse criteria such as application’s type, security risk level,
resource usage and productivity implications. The AppWiki is

Check Point AppWiki
http://appwiki.checkpoint.com

continuously updated to support the dynamic nature of internet
applications and social networking widgets.

User, Group and Machine Aware

The Application Control software blade works in conjunction
with the Identity Awareness software blade to enable granular
security policies by user, group, content, or bandwidth. This
provides businesses with ability to balance security with
business needs, by controlling Internet application usage.
Seamless and agentless integration with Active Directory
provides complete user identification, enabling simple
application-based policy definition per user or group straight
from the firewall.

Enables the creation of policies based on
category, tags or risk level of over 240,000
Web 2.0 applications and widgets.
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Simpilifies granular control of
Web 2.0 applications and widgets
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Summarizes applications and widgets
to provide concise, actionable

by user, group or machine.

information to administrators.

AppWiki: The industry's largest application classification library
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Check Point UserCheck™ Enabled

Check Point UserCheck™ technology alerts your users in real-
time about their application access limitations, while educating
them on Internet risk and corporate usage policies. In addition
to defining policies that allow or block specific applications,
organizations can choose to "ask" the user by prompting the
employee to select whether an application is being used for
business or personal use. This enables IT administrators to
gain a better understanding of Web 2.0 usage patterns, adapt
policies, and regulate personal usage without stopping the
flow of business.

Web Usage Notification

Social Networking Policy
Dear John Smith,

You are about to access Facebook - a social
networking application.
Reasonable usage of Internet resources for

personal use is allowed by ACME policy.
Please natice that sharing information related to
company activity, customers or employees

should be avoided.

Thank you,
IT Department
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Check Point UserCheck™ dialog

SPECIFICATIONS

Supported Appliances

Unified Event Correlation and Management

The Application Control software blade can be used in conjunction
with the SmartEvent software blade to view users’ online behavior
and applications usage. SmartEvent provides a granular level of
visibility into application activities leading to a clear understanding
of network usage.

Central Policy Management

The Application Control blade is managed centrally with

Check Point Security Management through a user-friendly
interface. Centralized management offers unmatched leverage
and control of security policies. This enables an organizations
to use a single repository for user and group definitions,
network objects, access rights, and security policies across
their entire security infrastructure. Unified access policies are
enforced automatically throughout the distributed environment,
empowering them to securely provision access from anywhere.

Flexible and Extensible Software Blade Architecture

The Application Control Software Blade integrates into the
software blade architecture. It can be easily and rapidly activated
on existing Check Point Security Gateway systems saving time
and reducing costs by leveraging existing security infrastructure.

Supported Operating Systems

2200, 4000, 12000, and 21400 Appliances SecurePlatform
UTM-1 Series IPSO 6.2 Disk-based
Power-1 IPSO 6.2 Flash-based
IP Appliances

IAS

Worldwide Headquarters

5 Ha’Solelim Street, Tel Aviv 67897, Israel | Tel: 972-3-753-4555 | Fax: 972-3-624-1100 | Email: info@checkpoint.com

CONTACT CHECKPOINT & Headquarters

800 Bridge Parkway, Redwood City, CA 94065 | Tel: 800-429-4391; 650-628-2000 | Fax: 650-654-4233 | www.checkpoint.com
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